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This paper attempts to present an analysis of OSPF routing protocol. This paper will
describe how OSPF works. This paper looks into the various components and various
definitions, which goes into making an OSPF network. This paper will describe the pros
and cons of this routing protocol. It will also try to suggest ideas, which overcomes the
various limitations this routing protocol may have. This paper will address the various
security features and loop holes related to this protocol. The format of an OSPF packet
will be examined and the significance of the various fields in a packet will be explained.
This paper will look into the algorithm used in this protocol and what sets it apart from

the rest.

How does OSPF work????
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OSPF is an internal routing protocol. It is a protocol, which is based on the link state
routing protocol. The shortest path to a destination is calculated using Djikstra’s
algorithm. OSPF is designed to be run internally in a single autonomous system. Each
OSPF router maintains an identical database describing the autonomous system’s
topology. From this database, a routing table is calculated by constructing a shortest-path
tree.

OSPF recalculates routes quickly in the face of topological changes, utilizing a
minimum of routing protocol traffic. OSPF provides support for equal — cost multi paths.
An area routing capability is provided, enabling an additional level of routing protection
and a reduction in routing protocol traffic. In addition all OSPF routing protocol

exchanges are authenticated.

What goes into making an OSPF network????
OSPF introduces a two-level hierarchy that allows an Autonomous system to be
partitioned into several groups called Areas that are interconnected by a central backbone
area. A 32bit number known as the Area ID identifies an area.

Area border routers are routers, which connect two or more areas. These routers
summarize the information from other areas.

Backbone router is a router that has links to a backbone. Autonomous system
boundary router is a router that has links to another autonomous system.

Designated router, the purpose of a designated router is to allow the LAN to be
treated like a node. ‘N’ routers on the LAN looks to the routing algorithm like ‘N +1’

nodes with ‘N’ links, rather than ‘N’ nodes with ‘N”2’ links. The designated router issues
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the link state routing information on behalf of the LAN and ensures reliable propagation
of link state information on the LAN. In OSPF the designated router election is
permanent, meaning that after a router has been elected, nobody can usurp the position
unless that router goes down. The designated router is elected by exchange of special
packets.

In order to make the transition to a new designated router smoother, there is also a
back up designated router.

An OSPF area helps in creating hierarchical address space. A good
example of OSPF areas benefits can be seen in a campus environment, where each
building is defined as an area. For example, lets take a campus where each building has
12 floors and a router on each floor. Without OSPF areas, routers would have to
exchange updates with every other router on the campus, creating, in the process,
topology databases that represent every routing node and link. When areas are deployed,
routers only exchange link state information with routers in the same building. An area
border router in each building forms a link b/w the building and the campus backbone.

When an OSPF router is first activated, it uses OSPF “hello protocol” to discover
any neighbors to which its connected. It then exchanges link- state information with these
routers in the form of LSAs (link state advertisements). Using this information, each
router creates a database that consists of every interface, its corresponding neighbor and a
metric representing the speed of that interface. Each router then uses LSASs to pass this
information along to all neighboring routers. Every LSA that a router receives from a
neighbor is passed along to its other neighbors in turn until every router receives the

LSAs of every other router in the network.
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.... And now for the algorithm behind the OSPF protocol, the Link state routing
protocol.

OSPF makes use of link state routing protocol. The basic idea behind link state routing
protocol is simple. Each router is responsible for meeting its neighbors and learning their
names. Each router constructs a packet known as a link state packet, or LSP, which
contains a list of the names and cost to each of its neighbors. The LSP is somehow
transmitted to all the other routers, and each router stores the most recently generated
LSP from each other router. Each router, armed now with a complete map of the
topology (the information in the LSPs yields complete knowledge of graph), computes
routes to each destination. A router R generates an LSP periodically as well as when R
discovers that it has a neighbor or if the cost of the link to an existing has changed or if a
link to a neighbor has gone down.

How is this protocol different and hopefully better???
The other major competing algorithm is Distance vector protocol. This is used by the RIP
routing protocol. We are now going to do a comparison of Link state routing protocol and
Distance vector routing protocol.

Memory: Under certain circumstances link state routing protocol occupies more memory
than Distance vector routing protocol. In the higher levels of hierarchical routing, it is not
necessary to compute routes to each router. If there are significantly more level n routers
than level (n —1) sub networks-- For example, s level n-1 sub networks, n level n routers,

and each level n router having k neighbor level n routers-- then the memory requirement
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for distance vector routing would be O( K*S), whereas for link state routing, it would be
O(K*N).

Bandwidth Consumed: It is difficult to compare the bandwidth consumed by the two
algorithms. Distance vector algorithm fair better in the case of parallel links. Less traffic
is generated by distance vector algorithm, if one of the parallel links goes down. Link
state routing protocol works better in the case of a single link change. In the case of link
state protocol only one packet is generated to represent this change.

Computation: Computation like “ bandwidth consumed” is difficult to compare b/w the
two algorithms. Dijkstra’s algorithm requires processing time proportional to the number
of links in the net times the log of the number of nodes in the net, so it is O (n*klogn). In
the case of link state routing, if the only change is in an end node then very less
computation power is needed to update the database. If the link between the routers
changes then the computation power needed will be more

Robustness: Link state routing is better than distance vector routing protocol. A single
router failure can completely bring down the router. In the case of distance vector routing
the most common problem is when a router advertises a distance vector consisting of all
zero’s. This creates a black hole where in all the other routers send their packets to this
malfunctioning router. In case of link state router, the most common problems are when a
router advertises about a link that does not exist or when it does not advertise about a link
state that exists.

Functionality: Link state routing protocol provides more functionality than distance
vector routing protocol. It is easier to discover the topology of the entire network. In

distance vector routing, mapping the entire network is very difficult, if not impossible.
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Trouble shooting a link state network is easier. Source routing is more easy with link
state routing.

Speed of Convergence: Link state routing convergence is faster and easy than distance
vector routing. A distance vector routing would converge slower, because a router cannot
pass routing information on until it has recomputed its distance vector. In contrast, a
router can recognize a new link state packet and forward it before recalculating routes.

Route convergence is the critical point of comparison between link state routing
and distance vector routing. The chief argument in favor of distance vector routing is that
it might require less memory, but when compared to the cost of routers, the cost of
memory is very less.. It is not prudent to switch to a distance vector routing protocol, just
on the basis of memory.

Working of the OSPF routing protocol.....
A separate copy of OSPFs routing algorithm runs in each area.

When a router starts, it first initializes the routing data structures. The router then
waits for indications from the lower-level protocols that its interfaces are functional.

A router then uses the OSPFs hello protocol to acquire neighbors. The router
sends hello packet to its neighbor’s and in turn receives their hello packets.

The router will attempt to form adjacencies with some of its newly acquired
neighbors. Link state databases synchronized between pairs of adjacent routers. Routing
updates are sent and received only on adjacencies.

A router periodically advertises its state, which is also called link state. Link state is also

advertised when a routers state changes.
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Routers adjacencies are reflected in the contents of its LSAs. This relation ship
between adjacencies and link states allows the protocol to detect dead routers in a timely
fashion.

LSAs are flooded through the area. The flooding algorithm is reliable, ensuring that all
routers in an area have exactly the same link state database. This database consists of the
collection of LSAs originated by each router belonging to the area. From this database
each router calculates a shortest-path tree, with itself as root. This path tree in turn yields

a routing table for the protocol.

Security and OSPF

All OSPF protocol exchanges are authenticated. OSPF supports multiple types of
authentication; the type of authentication can be configured. On a per network segment
basis one of OSPFs authentication types, namely the cryptographic authentication option,
is believed to be secure against passive attacks and provide significant protection against
active attacks. When using the cryptographic authentication option, each router appends a
“ message digest” to its transmitted OSPF packets. Receivers then use shared secret key
and received digest to verify that each received OSPF packet is authentic.

The quality of security provided by they cryptographic authentication option
depends completely on the strength of the message digest algorithm (MD?5 is currently
the only message digest algorithm specified), the strength of the key being used, and the
correct implementation of the security mechanism in all communicating OSPF
implementations. It also requires that all parties maintain the secrecy of the shared secret

key.
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In OSPF, the LSP itself does not contain an authentication field. Instead the
authentication field is the header of a link state update packet, and inside there are one or
more LSAs. A router that is forwarding the information to a neighbor adds the
authentication field in OSPF.

Chinks in the security armor of OSPF!!

One of the problems of OSPF security is that none of the OSPF authentication types
provide confidentiality. OSPF security does not provide protection against traffic analysis

also. Key management is also not addressed by OSPF specification.

Limitations of OSPF
OSPF, without any options, does not have a deterministic method for establishing routes
or distinguishing between packet flows. OSPF takes into consideration, only the shortest
distance from Point A to Point B, while routing a packet. If the route is heavily
congested, OSPF does not re route high priority, high QOS requirement or time delay
sensitive packets through an alternate route.
QOS extensions in OSPF!!! (This should help in overcoming some of limitations of
OSPF)
OSPF now supports QOS routing. QOS routing is the process of selecting the path to be
used by the packets of a flow based on its QOS requirements e.g. bandwidth or delay.
QOS routing improves network utilization and the service levels provided to request with
QOS requirements.

OSPF supports computation of QOS routes for flows with bandwidth

requirements. The QOS routing extensions to OSPF are based on two main ideas: first,
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the LSAs and the topology database have to include network resource information such
as available bandwidth, and second, the route computation algorithm has to take this
information into account.

OSPF hello packets, Data base description packets and all LSAs include OSPF
option field, which enables OSPF routers to support optional QOS capabilities, and to
advertise their capability level to other routers. With the help of this mechanism, routers
of different capability levels can communicate within an OSPF routing domain.

A modified Bellman-Ford algorithm is used to pre-compute paths from a router to
all other routers in the network. This algorithm computes paths of all possible bandwidth
values for each destination, and builds a QOS routing table, which is kept apart from the
basic QOS routing table. This QOS routing table can be considered as a matrix, where a
row corresponds to a destination, and column corresponds to paths that are no longer than
‘I’ hops away, and has the largest amount of bandwidth among all such paths to the
destination. Thus a single matrix entry contains the next hop(s) and the available
bandwidth on such paths. The information in this routing table is used to identify all paths
that can satisfy the bandwidth requirements of a request. This is done by comparing the
requested bandwidth to the available bandwidth in successive columns in the flow’s
destination row. The search is over when an entry with an available bandwidth larger
than the requested one is found. At this point the corresponding next hop is returned and
the request is forwarded to that address. If there are several possibilities for next hop, one
of them is randomly chosen. With the new OSPF extension, the used metric of hop-count

is extended with available link bandwidth and link propagation delay. The route selection
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is more emphasized on satisfying the bandwidth requirements, since the primary purpose

of the delay metric is to identify high latency links and to avoid them.

And now finally...the conclusion!!!!

OSPF is definitely a better routing protocol than RIP. It converges faster than RIP. It has
improved security and authentication. One limitation of OSPF is Key management. Key
management is not handled by OSPF, and should be handled by OSPF. OSPF provides

strong QOS guarantees and is a right step in the right direction.
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